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Abstract
The Automotive systems have undergone a profound technological transformation in recent years due to
the industry trends towards electrification, connectivity, and autonomy. Cybersecurity becomes a
challenging issue because cars are turning into computers-on-wheels and running largely on software.
This talk briefly reviews the history of car hacks and provides an insight of the challenges and solutions
from an industry perspective. It then describes the research challenges to secure automotive systems in
the era of Internet of Things, and proposes possible research directions.
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Dr. Zhendong MA is a security expert in automotive security engineering, threat analysis, security
architecture design and technology development in and around intelligent and connected cars. Since
August 2019, he works as an automotive security engineer at Bosch Engineering in Vienna. From October
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holds a doctorate degree from Ulm University while researching on the emerging vehicular
communication system security and privacy in EU FP6 project SEVECOM and PRECIOSA. His current
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research interests are in the defense and offense of automotive systems and embedded systems in
general, and the theories and practices of securing Internet of Things.
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